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ABSTRACT

This review discusses the application of Al in drug safety and efficacy assessment,
highlighting its potential to improve clinical trial outcomes. Al techniques analyze vast
datasets to predict adverse events, treatment responses, and operational risks. Despite high
performance in studies, challenges such as data bias and limited generalizability remain.
Addressing these issues can enhance drug development efficiency and patient safety. Al is

poised to play a crucial role in future pharmacovigilance and personalized medicine.

INTRODUCTION

The development of new pharmaceuticals is a complex, costly, and time-consuming process.
Traditional methods rely heavily on extensive clinical trials, which are fraught with risks,
high failure rates, and significant resource expenditure. Ensuring drug safety and efficacy
remains paramount, necessitating innovative approaches to predict and mitigate potential

risks early in the development pipeline.

Artificial intelligence (Al), encompassing machine learning (ML), deep learning (DL), and
natural language processing (NLP), has emerged as a transformative tool to address these
challenges. By analyzing vast and diverse datasets—including clinical trial data, electronic
health records (EHRs), genomic information, and scientific literature—AI models can predict
adverse drug reactions (ADRs), optimize trial design, and assess operational risks, thus

accelerating development timelines and improving patient outcomes.
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This review presents a comprehensive overview of Al’s role in drug safety and efficacy
evaluation, focusing on recent research trends, methodologies, data sources, assessment

metrics, limitations, and future directions.

Clinical trials are critical for drug approval but have a failure rate of nearly 90%, mainly due
to safety issues, lack of efficacy, or operational challenges. These failures cost billions and
delay treatment availability. Artificial Intelligence is now being applied to predict and
mitigate clinical trial risks before trials begin or during execution. This review summarizes Al
applications in safety, efficacy, and operational risk assessment from January 2013 to July
2024. The objective is to understand how Al models are built, what data they use, how well
they perform, and what limitations exist. Al-based risk assessment aims to improve decision-

making, reduce failures, and support risk-based monitoring frameworks in drug development.

Risk Categories in Clinical Trials

Al studies in this domain are grouped into three major risk types:

1. Safety Risk: Predicts adverse drug events, toxicity, drug-induced liver/kidney injury, and
mortality. Models use chemical structure, molecular properties, or patient data to flag
compounds likely to cause harm. Example: Predicting if a new molecule will cause serious

ADE:s using SIDER database.

2. Efficacy Risk: Determines whether a drug will work for a given condition or patient.
Includes drug response prediction, treatment outcome classification, treatment effect
estimation, and progression-free survival. Example: Using patient symptom profiles to

predict antidepressant response.

3. Operational Risk: Focuses on trial execution. Predicts phase transition success, regulatory
approval, protocol design flaws, recruitment/enrollment issues, and trial discontinuation.

Example: Predicting if a Phase II trial will succeed and move to Phase III.
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Trend of AI Risk Prediction for Clinical trial
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Machine Learning Model used in Risk Assessment of Clinical Trial

Most studies address only one risk type. Only one reviewed study combined safety and

efficacy prediction, showing a major research gap in integrated risk modeling.

Data Sources and Evaluation Metrics

Data availability differs by risk type and impacts model reliability:

» Safety Studies: Mostly use public benchmarks. SIDER is the main source, containing
adverse drug reactions extracted from FDA FAERS. Median dataset: 1,341 compounds.
18 studies used only public data.
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Efficacy Studies: Rely heavily on private datasets. Most use data from individual clinical
trials. Median per study: 1 trial and 1,250 participants. 29 studies used at least one private
dataset.

Operational Studies: Use public data from ClinicalTrials.gov. Median: 75,174 protocols.
Common metrics: AUROC was used in 94 studies, accuracy in 56, and recall in 51. For
regression tasks, RMSE was the only top-10 metric. Safety and operational studies report
a median of 3 metrics per study, while efficacy studies report 2, suggesting less
comprehensive evaluation.

AUROC (Area Under ROC Curve): Measures discriminative ability. Accuracy,
Precision, Recall, F1-score: Standard classification metrics.

Matthews Correlation Coefficient (MCC): Handles imbalanced datasets.

RMSE (Root Mean Square Error): Used for regression tasks like dose-response
prediction.

Current Trends and Findings

Al Model Performance

Direct comparison is hard due to different tasks and datasets. For AUROC:

Safety/ADE Prediction: Highest performance by Masum Shah et al. at 96.6% AUROC.
Zhao et al. 93.1%, Galeano et al. and Zhong et al. 92.0%. All top 3 studies >90%
AUROC.

Efficacy/Outcome Prediction: Top models by Lei et al. 87.4%, followed by others
between 84.0%—87.0%.

Operational/Phase Success: Ferdowsi et al. studies ranked top 3, with AUROC 92.3%—
92.7%.

Dataset size varies: Operational models train on ~10° protocols, while safety models use

~10? compounds and efficacy models use ~10? participants. Larger datasets in operational

risk may explain higher performance.

Al Methodologies and Trends

Multiple Al approaches are applied:
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Machine Learning (ML) Approaches: Traditional ML algorithms dominate current risk
prediction models due to their interpretability and robustness. Algorithms like random

forests, support vector machines (SVM), gradient boosting machines (GBM), and
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XGBoost are extensively used to analyze structured data, such as clinical trial results,
genomic data, and adverse event reports.

Deep Learning (DL) Techniques : DL models, including neural networks, convolutional
neural networks (CNN), graph neural networks (GNN), transformers, and recurrent neural
networks (RNN), excel at handling unstructured data like free-text clinical notes,
molecular structures, and images. These models automatically extract features, improving
prediction accuracy for complex risk patterns.

Causal and Relational Learning: Emerging approaches focus on causal inference to
identify cause-effect relationships between variables, enhancing the understanding of
factors influencing drug responses. Relational learning models handle complex
relationships in biological networks and drug interactions.

Large Language Models (LLMs): Recent developments incorporate LLMs, such as
BERT and GPT, for textual data representation and risk prediction from protocols,
scientific literature, and reports. These models can encode semantic information, enabling
nuanced understanding of clinical trial documents.

Generative Al: Still minimal in clinical trial risk prediction.

Key trend: Multi-task learning is emerging to jointly predict safety, efficacy, and
operational risks. This improves data efficiency and leverages shared representations.
Yazdani et al. used multi-task learning for ADE entity normalization. Tan used it for anti-

cancer drug response.

Efficacy Prediction Case Studies

Efficacy failures cause most Phase II/III terminations. Al applications include:
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Drug Response: Wang et al. 2023 developed XMR, an explainable multimodal network
integrating molecular, genomic, and clinical data.

Treatment Qutcome: Chekroud et al. 2017 used symptom clustering to re-evaluate
antidepressant efficacy. Faraone et al. 2021 and 2022 showed early ADHD symptom
changes predict viloxazine efficacy using ML.

Disease-Specific Models: Ezzati & Lipton 2020 for Alzheimer’s trials, Beacher et al.
2021 for prostate cancer Phase III outcomes, Gottlieb et al. 2021 for secukinumab in
psoriatic arthritis.

Vaccine Efficacy: Dorigatti et al. 2018 used ML to refine efficacy estimates for Sanofi
Pasteur’s dengue vaccine CYD-TDV.
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Limitations of Current AI Methods

Despite high AUROC, real-world use is limited by:

1. Selection Bias: Safety datasets cover ~10° compounds vs. ~10% drug-like space or ~10®
in PubChem. Efficacy studies often use 1 trial, so generalizability to new drugs/conditions is
unknown.

2. Evaluation Weakness: Many studies ignore imbalanced data. Robust metrics like F1-
score, MCC, and weighted accuracy are underused. Lack of external validation.

3. Retrospective Design: No prospective studies or real-time data integration. Causality
cannot be established.

4. Phase Ignorance: Safety models are non-phase-specific but ADEs depend on
dose/population which vary by phase. Efficacy models focus on Phase III, but Phase II

failures create survivorship bias.

Impact of Clinical Trial Phase

Trial phase affects risk but is often overlooked:

e Operational Risk: 27 studies covered >3 phases, improving generalizability vs.
safety/efficacy studies that focus on single phases.

o Efficacy Risk: Most models use Phase III data only. But efficacy is first tested in Phase
II. Drugs failing Phase II never reach Phase III, so models are biased toward successful
compounds. Lu et al. 2022 is a notable Phase I-1II model for PK/PD prediction.

o Safety Risk: All safety studies are non-phase-specific. However, population and dosage
differ by phase, impacting ADE risk. Phase I application: Bedon et al. proposed ML to

predict maximum tolerated dosage to avoid exposing participants to toxic levels.

Recommendations for Future Research

To improve clinical utility:

1. Data Improvements: Add dosage, route of administration, and demographics to safety
models. Use larger intervention-outcome scenarios.

2. Better Evaluation: Consistently use Fl-score, MCC, weighted accuracy. Validate on
different drugs, conditions, and populations.

3. Prospective Studies: Move beyond retrospective analysis. Use real-time safety, efficacy,

and operational data during trials to establish causality.
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4. Integrated Models: Develop multi-task Al that simultaneously predicts safety, efficacy,
and operational risks. This captures interdependencies and supports holistic risk-based
monitoring. Example: Jointly predicting toxicity and efficacy for a dose-selection model.

5. Regulatory Acceptance and Ethical Considerations: Engaging regulatory agencies early
in the development process and ensuring transparency and explainability of AI models will

facilitate acceptance and ethical deployment.

CONCLUSION

Artificial Intelligence (AI) is revolutionizing the landscape of drug safety and efficacy
assessment by enabling faster, more accurate, and data-driven decision-making throughout
the drug development lifecycle. From predicting adverse drug reactions to optimizing clinical
trial designs and enhancing pharmacovigilance systems, Al offers powerful tools that
augment human expertise and improve patient outcomes. Despite its transformative potential,
challenges such as data privacy, algorithmic bias, regulatory acceptance, and the need for
robust validation must be addressed to ensure responsible integration. As Al technologies
continue to evolve, their strategic implementation will be critical in creating safer, more

effective therapies and accelerating the path from discovery to delivery.
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